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DEPARTMENT OF THE ARMY
HEADQUARTERS, UNI TED STATES ARMY NMATERI EL COVIVAND
5001 EI SENHONER AVENUE, ALEXANDRI A, VA 22333-0001
AMC SUPPLEMENT 1 25 Novenber 1996

to AR 190-13
CHANGE 1

Mlitary Police
THE ARMY PHYSI CAL SECURI TY PROGRAM

This change is necessary to clarify the requirenents to conduct unannounced
i nspecti ons of badgi ng procedures.

1. AMC Supplenent 1, 22 Septenber 1995, to AR 190-13, 30 Septenber 1993, is
changed to read as foll ows:

Page 9 paragraph 5-3. Delete subparagraph 5-3.e. and replace with the
fol | owi ng:

e. Procedures for control and accountability of cards and badges will,
as a mnimum include --

(1) Appointnment by the installation or activity commander in
witing, of a security credential custodian (and assistants), and witten
procedures for issue, turn-in, recovery, and destruction

(2) Sem annual 100 percent inventories unannounced inspections will
be conducted by a disinterested person(s) appointed in witing. A witten
record of the inventory and inspection will be provided to the Provost
Mar shal / Security O ficer (PMSO and will be kept on file for 1 year.
Unannounced i nspections, which will review conpliance with |ocal badging
procedures and those contained in AR 600-8-14, Chapter 10, and AMC Suppl 1 to
AR 190-13, para(s) 5-1 through 5-4, may be conducted by personnel within the
PM SO, as long as the person is not within the direct rating chain of the
person being inspected. Witten appointnent is not required; however, a
witten report will be provided to the PM SO and will be retained on file for
1 year. Unannounced inspections will not be conducted within 30 days
preceding or follow ng the sem annual inventory.

(3) Maintenance of a current and conplete register of all security
credential s reflecting nunbers on-hand, nunbers issued, and to whom and other
di sposition, e.g., lost, nutilated, or destroyed.

(4) Pronmpt invalidation of lost credentials. A current |isting of
t hese docunents will be provided to all on-shift security personnel for their
use in deternining access authorization to areas in which security badges are
required to be worn

(5) Securing credentials maintained at access control points during
nonoper ati onal hours.
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(6) Pronmpt recall and destruction (within 60 days) of nutil ated,

defective, or obsol ete badges.

2. File this change in front of the suppl enent.

The proponent of this supplenment is the United

States Arny Materiel Command. Users are invited to
send conments and suggested i nprovenents on DA Form
2028 (Recommended Changes to Publications and Bl ank
Forns) to the Conmander, HQ AMC, ATTN. AMCPE-S,
5001 Ei senhower Avenue, Al exandria, VA 22333-0001.

FOR THE COVIVANDER:

OFFI CI AL: BILLY K. SOLOVON
Maj or CGeneral , USA
Chi ef of Staff

LEROY TI LLERY
Chief, Printing and Publications
Branch

DI STRI BUTI ON:

Initial Distr H(45) 1 ea HQ Acty/Staff Oc
LEAD (SIOLE-DO- 1) (2)

AMCI O | - SP st ockroom ( 15)
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DEPARTMENT OF THE ARWY
HEADQUARTERS, UNI TED STATES ARMY MATERI EL COMMVAND
5001 ElI SENHONER AVENUE, ALEXANDRI A, VA 22333-0001

AMC Suppl errent 1 22 Sept enber 1995
to AR 190-13

Mlitary Police
THE ARMY PHYSI CAL SECURI TY PROGRAM

Applicability. This supplenment applies to Headquarters (HQ, U S. Arny

Mat eri el Command (AMC); mmjor subordinate conmands (MSC); their subordinate
installations and activities, to include Governnent-owned contractor-operated
(G0CO) facilities; Contractor-owned, contractor- operated facilities (only
when specifically addressed in this supplenent); and separate installations
and activities reporting directly to HQ AMC.

Suppl emrent ati on. Approval for this supplement was granted 22 Aug 95 by
Headquarters, Departnent of the Arny (HQDA) (DAMO-ODL). Further

suppl enentation of this regulation is prohibited unless prior approval is

obt ai ned from HQ AMC (AMCPE-S). Wen suppl enents are approved and issued, one
copy of each will be furnished to HQ AMC (AMCPE-S), and Chief, AMC Security
Support Division (SSD), ATTN. AMXM -SD

AR 190-13, 30 Septenber 1993, is supplenented as foll ows:

Page i, Proponent and exception authority. Add the followi ng at the end:

Devi ation from nmandatory standards and procedures is permitted only when a
wai ver or exception has been granted. Requests for waiver or exception to
this regulation will be subnitted to the Deputy Chief of Staff for Operations
and Pl ans, ATTN. DAMO ODL-S, 400 Arny Pentagon, Washington, DC 20310-0400,
t hrough the Chief, AMC Security Support Division, ATTN. AMXM -SD, Fort
Gllem Forest Park, GA 30050-5000 and the Conmander, U.S. Arny Materiel
Conmmand, ATTN. AMCPE-S, 5001 Ei senhower Avenue, Al exandria, VA 22333-0001.
Al'l requests for waiver or exception nust contain sufficient justification,
conpensatory measures with cost estimates, and be submtted in the format
prescribed in appendix G of this supplenent. Qutside continental United
States (OCONUS) AMC el enents, supported by host-tenant agreenents, will
forward

*Thi s suppl ement supersedes AMC Suppl enment 1, 2 August 1990, to AR 190-13, 20
June 1985.
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wai ver/ exception requests through their host-tenant headquarters and
provide an information copy of the request to their respective major
subordi nate command (MSC), and this headquarters.

Page 4, paragraph 1-23b(3). Add the following at the end:

Install ati on physical security plans or plant protection plans will be
signed by the installation commander or contracting officer's
representative (COR), as appropriate. Field operating activity plans, if
required, will be signed by the head of the activity. Plans applicable
to GOCO facilities will identify all security directives necessary to
function under the operating contract plant protection clause. AR

190- 13, appendix A, will be used as a guide in identifying appropriate
security directives. A listing of applicable directives will be attached
to the plant protection plan as appendi x K (see appendi x F, page F-4) of
this suppl enent.

Page 4, paragraph 1-24b. Add subparagraphs (7) through (10):

(7) Conmmanders or civilian directors of MsCs, installations, and
Separate reporting activities are responsible for inplenentation of
policies and procedures established by this regulation. AMC tenant
activities will conply with host installation policies and procedures per
negoti ated support agreenents. However, internal functions will be
governed by pertinent policies and procedures specified in this
regul ati on. Conmanders w |l appoint a provost marshal or security
of ficer to supervise and adm nister the security programfor their
organi zati ons.

(8) Conmmanders or directors |ocated on non-AMC install ations or
in GSA-leased or owned facilities will ensure necessary security
consi derations are included in applicable menoranda of understandi ng,
contracts, or support agreements.

(9) Commanders of AMC installations with tenant activities wll
ensure support agreements with the tenants clearly delineate the security
requi renents of both parties

(10) Copies of those portions of support agreenments which
define security responsibilities will be retained by the respective
provost marshal or security officer.

Page 5. Add paragraph 1-28:

The Chief, AMC SSD, w || conduct physical security surveys (PSS) of
AMC installations and activities.
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Page 5, paragraph 2-1. Add subparagraph d:

d. Simlarly, product physical security requirenents nust
be fully integrated into the acquisition process to protect materi el
| ocated at contractor facilities for which AMC is responsible. This wll
be acconplished by ensuring applicable Departnent of Defense (DOD)
manual s, instructions, and regulations are incorporated into al
production or supply contracts to be perforned at contractor-owned,
contractor-operated (COCO facilities.

Page 5, paragraph 2-1b. Add the following at the end:

Wthin AMC, responsibility for physical security progranms rests with
installation conmanders. Wthin the European Theater, responsibility for
physi cal security prograns rests with U S. Arny, Europe (USAREUR) Area
Support Group (ASG conmmanders per an existing nenorandum of
under st andi ng (MOU) between HQ AMC and USAREUR. Overall operationa
responsibility for the physical security programw |l be a critica

el ement in provost marshal and security officer performance standards

Page 5, paragraph 2-2. Add subparagraph d:

d. AMC Crine Prevention Programwi || be established in accordance
with AMC Regul ation 190-31.

Page 5. paragraph 2-4d. Add the following at the end:

Arns, ammunition, and expl osives storage facilities or areas and
demlitarization facilities or areas (excluding open burning grounds and
denmolition ranges) will be designated as m ssion-essential or vul nerable
areas. Conmanders may add other facilities as deened appropriate.

Qui dance in AR 380-19 and AMC Supplement 1 thereto will be followed in
the designation of data processing locations and facilities.

Page 6. paragraph 2-5. Add subparagraphs g(1) through (3):

g. Conmanders will maintain plans to secure the installation and
repl ace security personnel in the event of |oss through nobilization. As
a mninmum the following information will be maintained and kept current
in the installation physical security plan or plant protection plan,
paragraph 10 (Energency actions):

(1) The nunber of security personnel who are nmenbers of
National Guard (NG units.

(2) The nunber of security personnel who are nenbers of Arned
Forces Reserve (AFR) units.
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(3) The nunber of security personnel who are not nenbers of NG
or AFR units but who would be subject to recall in the event of
mobi | i zation, e.g., Individual Ready Reserve, mlitary retirees with
"hi p- pocket" orders, etc.

Page 6, paragraph 2-8. Add subparagraph c:

c. Wthin AMC activities and centers |ocated on any DoD
installation, facility commanders, chiefs, or directors will determne if
an installation-wi de threat statenment has been devel oped that includes
the tenant. |If not, a local threat statenent will be prepared. Local
threat statenments may al so be prepared if host statenents are considered
to be inadequate. AMC host installations will include tenants in
installation-wide threat statements. Tenants will be included in the
review of statenents to ensure their security concerns are addressed.
Statements will be updated whenever significant changes to the threat
posture occur.

Page 6. paragraph 2-9. Add the followi ng at the end:

Installations will use the expanded format depicted in appendix F of this
supplenent. Al tenant activities on AMC installations will be included
in the host physical security plan. Those AMC tenant activities |ocated
on non-AMC installations will prepare physical security plans per
appendi x F. Plans/plant protection plans will be kept current, and a
copy, to include changes or revisions, will be furnished to SSD
(AMXM - SD), which serves as office of record for all AMC plans.

I nstances where security standards inposed by AMC or one of its

i nterveni ng commands are greater than those required by a non- AMC host,
the AMC physical security requirenent will apply.

Page 7, paragraph 2-10c. Add the following at the end:

Wthin AMC, physical security surveys will be schedul ed by Chief, SSD.

Page 7., paragraph 2-10d. Add the following at the end:

Reports of corrective actions resulting fromPSSs will be forwarded

t hrough command channels to SSD (AMXM -SD). AMC el enents located in the
Eur opean Theater will forward reports of corrective actions resulting
from PSSs through AMC- Europe (AMXEU- OPlI) and the Commander, |ndustri al
Qperations Command (AMSIO-DMP) to SSD (AMXM -SD). I nfornation copies

will be provided to USAREUR (AEAPM O-PS). Installations or activities
will respond to survey reports within 90 cal endar days from date of
formal report. Suspense dates for subsequent responses wll be

est abli shed by SSD, as appropriate. Responses will be per appendi x H of
this suppl enent.
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Page 8. paragraph 2-12. Add the following at the end:

SSD (AMXM -SD) will review the surveyed installation's or activity's
security inspection reports, as well as the overall effectiveness of the
physi cal security inspection program An evaluation of these prograns
will be included as a part of the PSS of the installation or activity.
These records will be nmaintained in active files until conpletion of the
next physical security survey. Wthin the European Theater, the ASG

and/ or Base Support Battalion (BSB) is responsible for conducting

physi cal security inspections of all tenant activities. Copies of
security inspection reports received by AMC elenents will be forwarded to
AMC- Eur ope ( AMXEU- OPI) .

Page 13, paragraph 3-2b. Add the follow ng at the end:

Civilians will receive the sane or conparabl e resident training courses
specified for mlitary inspectors. These civilians will be cleared for
access to SECRET national defense infornmation before being issued

physi cal security inspector credentials and before conducting physical
security inspections.

Page 14, paragraph 3-4b. Add subparagraph (6):

(6) Physical security inspector credentials will be issued to
sel ected physical security inspectors by the responsible MSC provost
mar shal or security officer. The MSC provost marshals or security
officers will request bulk issue (ten or nore credentials) fromHQ AMC
(AMCPE-S), as needed.

Page 17, paragraph 4-7d(2). Add the following at the end:

Requests for purchase, issue, |ease, or |ease renewal of nonstandard
physi cal security equi pnent (PSE) will be processed as indicated in
par agr aphs 4-7d(3) and 4-7(d)5 of this supplenent.

Page 17, paragraph 4-7d(3). Add the following at the end:

PSE projects to be funded wi th nanagenment deci si on package (NMDEP)

moni es, (e.g., VIER QPMA, RIC6, etc.) will be formalized into
functional criteria packages (AR 415-20) and forwarded through the
appropriate MSC to Commander, Installation and Services Activity (I&SA),
ATTN. AMXEN-C, Rock Island Arsenal, IL 61299- 7190, for PSE revi ew and

approval . Concurrent subnissions will be nade to the SSD, ATTN:

AMXM -SD, to assist in the PSE review process. Subm ssions also will be
made to appropriate elenents of the U S. Arny Information Systens
Command. |&SA will consolidate all review comments and forward the
approved criteria package to the appropriate district engineer. |1&SA is

responsi ble for coordinating with appropriate AMC el ements to ensure
those required to participate in predesign conferences are invited on a
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tinmely basis. Projects specifying issue, purchase, |ease, or |ease
renewal of nonstandard PSE nust be supported by information required in
par agraph 4-7d(5)(d) of this suppl enent.

Page 17, paragraph 4-7d(3)(b). Add the following at the end:

A security engineering survey (SES) (para 2-14, AR 190-13) will be
performed when pl anni ng any new construction or renovati on or upgrades to
existing facilities where there are likely to be physical security
requirenents. The scope of the security engineering survey will be
determi ned by the nmagnitude of the project. A copy of the SES results
when conducted in support of PSE projects described in paragraphs
4-7d(1), (2), and (3) of this supplenment, will be provided to the SSD,
ATTN. AMKM -SD,to facilitate the PSE revi ew process.

Page 17, paragraph 4-7d(3)(c). Add the following at the end:

Requests for SESs beyond the capability of the installation will be
forwarded through the MSCs to the AMC SSD, ATTN. AMXM -SD, with copies
furnished to I &SA, ATTN. AMXEN-C. SSD will review the request for
conmpl eteness, will conduct those within its capability, and will forward
others to I &A, who is responsible for coordinating with HQ U S. Arny
Corps of Engineers. Requests for SESs for AMC el enents located in the
Eur opean Theater will be forwarded to AMC-Europe, ATTN. AMXEU- OPI.

AMC- Europe wi || coordinate the request with USAREUR Provost Marshal to
ensure inclusion of the project into USAREUR s funding forecast for
intrusion detection systens (IDS). Wthin AMC, funding for SESs is the
responsibility of the requesting installation.

Page 17, paragraph 4-7d(3)(d). Add the following at the end:

Wthin AMC, funding for site surveys is the responsibility of the
requesting installation.

Page 17, paragraph 4-7d(5)d. Add the following at the end:

To facilitate the technical review and approval by HQ AMC, justifications
for issue, purchase, |ease, or |ease renewal of nonstandard PSE will be
forwarded through the appropriate MSCs to SSD, ATTN. AMXM - SD.

Page 19, paragraph 4-13. Add subparagraph d and e:

d. Develop instructional nmaterials and train security personnel to
operate the system Further, provide training to enpl oyees working in
protected areas so they will be famliar wth the systemin use.

e. Prepare an IDS standi ng operating procedure (SOP) which includes
procedures for responding to alarns. DA Form 4930-R (Al arm |Intrusion
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Det ecti on Record), which is contained in the G ossary, Physical Security
Update 10-3, will be used to record all alarns. A computer-generated
printout of alarms nmay be used as a substitute provided all required

i nformati on on the DA Form 4930-R has been included or suppl enenta
information is included in a log. The SOP al so nust address operation of
the monitor console, control of operational and mai ntenance keys, and
procedures for testing and maintaining the system Unless nore stringent
requirenents are inposed by Arny regul ations, quarterly operationa
checks of all sensors will be conducted by security or operationa
personnel. Were advanced sensor systens provide the capability to
renotely stinulate individual sensors, via an electronically activated
sensor phenonenol ogy device, this capability may be used to fulfill
testing requirenments. Annual maintenance inspections will be made by
organi zations or personnel designated to service the system This wll
be a complete systemevaluation to ensure it neets manufacturer's
performance standards. Docunentation of the above tests and inspections
will be kept on file until the next test or inspection is acconplished.

Page 20, paragraph 5-1. Add subparagraph c:

c. \Were security identification cards or badges are used as a
met hod of personnel novenent control for a designated and posted
restricted (i.e., controlled, limted, or exclusion) area, they will be
issued to all personnel entering that area.

Page 20, paragraph 5-2. Add subparagraphs g through g:

g. Security identification cards or badges issued to assigned
mlitary, civilian, and contractor enployees will be photographic and
reflect the bearer's signature. Badge inserts produced by neans of an
i nst ant aneous phot ographi ¢ process may be used. |Inserts manufactured by
this means will enmploy different and easily distinguishable color
coding. This may be acconplished by neans of col ored backdrops for the
hol der's phot ograph, colored inserts, colored tapes, or simlar devices
whi ch indicate the category of holder, e.g., enployee, visitor, vendor,
or contractor. Cards and badges will be | am nated or sealed to preclude
tanpering or alteration and will have attachnents that pernit fastening
to clothing or suspension around the bearer's neck. The card or badge
will be worn above the waist on the front of the body and will be worn at
all tines while the bearer is within an area requiring such
identification, unless safety or security considerations dictate
otherwi se. Security identification cards and badges will not be worn or
otherwi se used for identification purposes outside the areas for which
they were issued.

h. New photographs will be nade when there is significant physica
change in facial appearance.
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i . Nonphot ographic tenporary enpl oyee badges will be issued to
per manent enpl oyees who have forgotten or |ost their photographic
enpl oyee badge. A pass reflecting the name of the enpl oyee, enpl oyee
signature, expiration date, and serial nunber of the tenporary badge wl|
be issued in conjunction with the tenporary enpl oyee badge.

j - Nonphot ographic visitor badges will be used in conjunction with a
pass except when visitors are under constant escort. Such passes wll
reflect the nanme of the visitor, physical description, bearer's
signature, expiration date, serial nunber of the visitor badge, and
identify the area(s) to be visited.

k. Nonphot ographic visitor badges will reflect "Escort Required" or
"No Escort Required" stanped or printed across the face of the badge.
This indication of escort requirement will be of a distinctive size and
color to allow easy discernnment. All visitor badges will be distinctly
marked with a large "V." At a mninmum the "V' nust be of the size
recomended for photographs on badges issued to assigned personnel, i.e.,
1 inch wide and 1-5/16 inches in height.

I. Registers reflecting the i ssue of nonphotographic visitor badges
will be nmaintained. These registers will reflect the recipient's nane
(printed and signature), organization, area to be visited, date and tine
in, date and tine out, badge nunber, and nane of escort, if applicable.
Regi sters will be destroyed 6 nonths after conclusion of visit and return
of badges.

m |Issued security badges will not be duplicated, used for
identification outside the areas for which they were issued, or have
items affixed which obscure any portion of the badge.

n. Badges nmintained at entrance and exit points will be inventoried
jointly each tine responsibility for the custody of badges is changed and
at the beginning and end of each duty day or shift. All badges not
accounted for will be reported i mediately to the provost marshal or
security officer. A witten record of inventories will be naintai ned and
destroyed after 6 nonths, unless discrepancies are reflected or nore
stringent procedures are required by other Arny regulations. Inventory
records show ng evidence of |ost or unaccounted for badges will becone a
part of the investigative files concerning the incident. Wen badges are
| eft unattended, they will be locked in containers of at |east 20-gauge
steel or material of equivalent strength. Containers will be secured to
the structure to preclude easy renoval and in | ocked buil dings or roons
with structural features which mnimze the |ikelihood of unauthorized
entry. Containers will be secured with a | ock neeting or exceeding
Commercial Item Description (CID) A-A-1927 -- Gade Il, Cass 1, Type A
or an approved 3-position conbination padlock, i.e., GSA approved
changeabl e conbi nati on padl ock built to Federal Specifications FF-F-110
(Sargent and G eenl eaf Mdel 8077AD).
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0. Badge inserts will be serially nunbered when printed or
i medi ately upon receipt and will include the follow ng statenents:

(1) "Property of the United States Governnent."

(2) "Postnaster: Postage guaranteed. Return to (nane and
address of comand)."

(3) "warning: Issued for official use of hol der designated
hereon. Use or possession by any other person is unlawful and will mnake
of fender liable to heavy penalty. Title 18, U S. Code, Sections 499 and
701. "

(4) "Loss of this badge nust be reported at once."

p. Wen rebadging the entire system replacenent security badges
will be of a different design or color to ensure easy differentiation
bet ween the ol d and new i ssues.

g. The use of security identification cards and badges, other than
the two types (photographi c and nonphot ographi c) descri bed above, is
prohi bi t ed.

Page 20, paragraph 5-3. Add subparagraphs e(1) through (6):

e. Procedures for control and accountability of cards and badges
will, as a mninmm include --

(1) Appointnent by the installation or activity commander in
witing, of a security credential custodian (and assistants), and witten
procedures for issue, turn-in, recovery, and destruction

(2) Sem annual 100 percent inventories will be conducted by a
di sinterested person(s) appointed in witing. A witten record of the
inventory will be provided to the provost marshal /security officer and
will be kept on file for 1 year. Unannounced inspections may be
conducted by personnel within the provost nmarshal/security office, as
long as the person is not within the direct rating chain of the person
being inspected. Witten appointnent is not required; however, a witten
report wll be provided to the provost marshal /security officer and will
be retained on file for 1 year. Unannounced inspections will not be
conducted within 30 days preceding or follow ng the sem annua
i nventory.

(3) Maintenance of a current and conplete register of al
security credentials reflecting nunbers on-hand, nunbers issued, and to
whom and other disposition, e.g., lost, nutilated, or destroyed.
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(4) Prompt invalidation of lost credentials. A current listing
of these docunments will be provided to all on-shift security personne
for their use in determ ning access authorization to areas in which
security badges are required to be worn.

(5) Securing credentials maintained at access control points
during nonoperational hours.

(6) Prompt recall and destruction (within 60 days) of
nmutil ated, defective, or obsol ete badges.

Page 20, paragraph 5-4a. Add the followi ng at the end:

Restricted controll ed area badges nust be replaced no later than 5 years
fromthe date of issue or when 10 percent are unaccounted for or |ost.

Page 21. Add paragraph 5-5, 5-5a, and 5-5b:

5-5. When entry control rosters (ECR) are used for controlling entry
into restricted areas, ECR will be --

a. Kept current and revalidated at |east every 12 nonths by the
installation provost marshal, security officer, or designated
representative

b. Changes to ECRwill be in witing and signed by the installation
provost marshal, security officer, or designated representative. Changes
will be issued by the appropriate authority imediately upon
notification of additions or deletions. Pen and ink changes are
aut hori zed. Signatures of individuals making pen and ink changes will be
annotated on rosters. Signature cards will be rmaintained at access
points for persons authorized to sign ECRs and changes thereto.

Page 22. Add paragraph 6-7.

6-7. Restricted Area Physical Security Standards.

a. M nimum physical security standards for restricted (exclusion)
areas are --

(1) Access limtations. Al visitors, including nmaintenance and
support personnel who are required to enter the area to performessentia
repairs or simlar functions, will be escorted at all times to preclude
their access to classified or other sensitive materi al

(2) Access authority. Access lists or entry control rosters are
mandatory. Positive identification is required in conjunction with the
access list or entry control roster. The nunber of persons authorized
access will be kept to a mi ninmum

10
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(3) Access controls. Security personnel will be posted at
entry points during operational hours. Security personnel will be posted
or protective alarns will be activated at entry points during
nonoper ati onal hours. A badge exchange systemw || be used under the
direct control of security personnel at entry points, except that
operating personnel may control access at classified comunications
facilities and within exclusion areas under the provisions of ARs 50-5-1
190-54, and 190-59. The necessity for badge exchange procedures wll be
determned locally for such facilities.

(4) Protective barriers. Protective barriers are mandatory for
the entire perinmeter. At a minimum FE-6 chain- link fencing will be
used and walls, floors, ceilings, and roofs formng parts of barriers
must provide protection equal to FE-6 chain-link fencing. Opaque
barriers will be used, as necessary, to preclude visual conprom se of
sensitive or classified material

(5) Protective lighting. Protective lighting with an auxiliary
power source is mandatory. Perinmeter barrier clear zones will be
illum nated

(6) Intrusion detection system (IDS). |IDS is required on
buil di ng entrances and in areas or roons where protected nmaterial is
st ored.

(7) Posting of signs. Signs nmeeting the criteria established in
basi c regul ati on, paragraph 6-4c, will be posted per paragraph 6-4a.

(8) Security patrol requirenents.

(a) Wiere facilities are not protected by IDS, continuous
security surveillance is mandatory.

(b) Where facilities are protected by IDS, checks by
security personnel at intervals not exceeding 4 hours are mandatory.

b. M nimum physi cal security standards for restricted (limnited)
areas are --

(1) Access limtations.
(a) For areas containing classified material, only
personnel with an official need-to-know and appropriate security

cl earance will be all owed unescorted entry. Al other persons will be
conti nuously escort ed.

11
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(b) For areas containing high-dollar-value or sensitive
material, an official purpose and positive identification nmust be
determ ned. Escort requirenents will be established |ocally.

(2) Access authority. Access lists, entry control rosters, or
an aut hori zed badge system nay be used as determ ned by the concerned
commander .

(3) Access controls. Security personnel, receptionists,
supervi sory operational personnel, or electronmechanical access devices
will control entry points.

(4) Protective barriers. Barriers are recommended for the
entire perinmeter. Fencing, if used, will be, at a mnimum FE-1 (CE
Drawi ng 40-16-02). Buildings nmay be part of the barrier so long as the
structural features provide protection equal to FE-1 barbed w re fencing.
Opaque barriers will be used, as necessary, to preclude visual conprom se
of classified or sensitive materi al

(5) Posting of signs. Posting of signs will be per AR 190-13
par agr aph 6-4.

(6) Security patrol requirenents.
(a) Were the area is not protected by IDS, security
personnel inspection is mandatory every 4 hours during nonoperationa
peri ods.
(b) Where the perinmeter barrier or all interior facilities
requiring protection have IDS, security personnel inspection is nandatory
every 8 hours during nonoperational hours.

(c) Were the perinmeter barrier and interior facilities
have I DS, security patrol frequencies will be deternined |ocally.

(d) Each structure or roomcontaining a security interest
wi |l be physically checked at |east once during each shift when not
occupi ed by operational personnel

c. M ninmum physical security standards for restricted (controlled)
areas are --

(1) Access limtations. Personnel with an established need to
enter.

(2) Access authority. As determ ned by the conmander.
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(3) Access controls. Security personnel, receptionists,
operational personnel, or el ectronechanical access devices may be used to
control entry points when determ ned necessary by the conmander. An
aut hori zed badge systemwi |l be utilized.

(4) Protective barriers. Fencing should be considered for
nmovenment control purposes, but will be installed only when deened
appropriate by I ocal commanders to protect property or material for which
they are responsible.

(5) Posting of signs. Posting of signs will be per AR 190-13,
par agr aph 6-4.

(6) Security patrol requirenents. Required at intervals not to
exceed 8 hours during nonoperational periods. Patrol frequency during
operational hours will be determ ned |ocally.

Page 23. Add Chapter 9:

Chapter 9
ADDI TI ONAL SECURI TY REQUI REVENTS
9-1. Nonnedical Note R |Itens.

a. Tax-free alcohol and standard precious netals containing gold and
platinum (platinumfam |y includes platinum palladium iridium rhodium
osmum and rutheniun) are identified as Note Ritens in the Federa
Supply Catalog. Simlarly, these materials bear the Controlled Inventory
Item Code (CIIC) of Rin the Arny Master Data File (ANDF).

b. Nonnedical Note Ritens (i.e., tax-free al cohol and standard
precious nmetals containing gold and platinum, which are used or stored
by AMC installations or activities and neet the criteria delineated in c,
below, will be secured per Chapter 4, AR 190-51. Accountability and
i nventory requirenents established by AR 710-2 (with AMC suppl enent)
will be followed. AMC-R 740-17 established inventory requirenents at the

whol esal e | evel . Definition of "whol esale" and "retail" can be found in
the consolidated gl ossary of the Unit Supply Update
Handbook.

c. To preclude the inposition of unnecessarily stringent security
requi renents concerning nonnedical Note Ritens that have precious netals
as part of their content, silver has been purposely excluded from
consideration. The following criteria (i.e., each of the four separate
consi derations nust be present) deternine precious netals requiring the
security and accountability procedures of Chapter 4, AR 190-51, and AR
710-2 (with AMC suppl enment):
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(1) AMF columar heading CIIC (Controlled Inventory Item Code)
reflects code R (denotes precious nmetals, a drug, or other controlled
subst ance designated as a Schedule | or Il itemper the Controlled
Substance Act of 1970. It can al so denote other selected sensitive
itenms requiring storage in a vault or safe).

(2) AMDF col umar heading RC (Recoverability Code) reflects code
A (denotes precious netal content, high cost, material in short supply,
or hazardous material).

(3) AMF columar heading SCl (Special Control Item Code)
reflects codes 1 (denotes any itemfor which distribution is closely
supervi sed by the manager or the Arny), 2 (denotes end itens and
repl acenent assenblies that are so inportant that central individua
managenent throughout the entire supply systemis required), or 4
(denotes a conbination of codes 1 and 2).

(4) AMDF col umar heading PM (Precious Metals Indicator Code)
reflects codes F (denotes gold, 10 grans or nore), H (denotes platinum
10 grans or nore), J (denotes palladium 5 grans or nore), L (denotes
iridium 20 grans or nore), N (denotes rhodium 15 grans or nore), P
(denotes osmium 10 grans or nore), R (denotes ruthenium 10 grans or
nmore), T (denotes silver-gold, conbination 15 grans or nore), V (denotes
silver-platinumfanily, conbination 15 grans or nore), X (denotes
silver-gold-platinum fanily, conbination 15 granms or nore), or Z
(denotes gold- platinumfanily, 10 grans or nore).

9-2. Use of Seals.

a. Strict seal accountability is a must, and accountability nust be
constant. Accountability starts with the manufacturer and ends with sea
destruction. Seals, to be effective, nmust neet two basic requirements as
to construction and accountability:

b. Seal construction.

(1) Seal will be strong enough to prevent accidental breakage
during normal use.

(2) Seal design will be sufficiently conplex to nake
unaut hori zed manufacture of a replacenent seal difficult.

(3) Seal will provide readily visible evidence of tanpering and
precl ude reconstruction after the seal is broken

(4) Individual serial nunbers will be enbossed on each seal
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c. Seal accountability.

(1) Each seal will be strictly accounted for from manufacture to
the tinme of application

(2) Seal custodians, persons authorized to apply seals, and
persons authorized to renove seals will be appointed in witing by the
installation or activity comander, or persons designated to exercise
that authority by the commander. These appointnments will be kept to a
m ni mum

(3) Seals will be ordered or purchased from manufacturers by a
single office within each organi zation and will be recorded serially in a
log by the seal custodian. As an alternative, seals may be ordered by a
single office on an installation and provided to subordi nate and t enant
el ements on the installation per a docunented agreenent. Such an
agreenent nust clearly delineate the responsibilities of both parties.

(4) Until issued to users, all seals will be safeguarded in a
suitabl e | ocked nmetal container, linmting access, and under supervision
of the custodian in a manner that will prevent unauthorized substitution
or illegal use of seals.

(5) Seals not issued for actual use will be inventoried nonthly
and a record of same nmintai ned.

d. Issuing seals to users

(1) Custodians will issue seals to users, obtain a receipt, and
record i ssuance by serial nunber.

(2) Each seal user will maintain a | og showi ng nunmbers of al
seal s and the date received

(3) Each user will sign for the seals by nunber and after
application prepare a seal application |Iog showing seal nunber, date and
time applied, identification of itemto which applied, and the nane of
t he aut hori zed person applying the seal

e. Seal application and verification
(1) Seal nunbers will be entered in the designated place on
pertinent transportation docunments, e.g., bills of lading, gate passes,
mani fests, and in the user's seal application |og.
(2) Trailers will be sealed as soon as the load is conplete
(3) Gate guards will check seal nunbers against gate passes and

shi ppi ng docunments and note seal nunbers, along with vehicle
identification data, on the gate |og.
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(4) Persons receiving seal ed shipments or equiprent will exam ne
the seal and record the number on the receipt.

(5) Wenever a seal is renoved, broken, or suspected of having
been conproni sed, the follow ng actions nust be acconplished.

(a) Record pertinent information including date and tinme
seal was renoved, broken, or discovered broken; by whom organization
nane; circunstances and justification for breaking the seal; new sea
nunber, if applied; and person resealing.

(b) Make proper disposition of broken seals, which will be

retained until it is determ ned whether the shipment contains

di screpancies. |If there are none, the seal will be destroyed. If any
di screpancy is found, the broken seal will be sent to the security
officer. |If the shipnment contains classified information, material, or

equi pnent, the following actions will be imediately initiated: Secure
the area, notify the commuander, contact the local nilitary intelligence
support office, and conduct an i medi ate inventory by authorized

per sonnel

9-3. Control of novenent and access by visiting contractor
representatives.

a. It is vital to the proper conduct of procurenent actions that
contractor representatives not have intentional or inadvertent exposure
to bidding or project information which provides an unfair advantage to
a particular firmin its efforts to acquire Governnment contracts.

b. At a minimum areas in which contractual processes are
acconpl i shed will be designated and posted as restricted (controlled)
areas. This designation and posting of the areas requires that
practical, positive procedures be inplemented to identify and contro
personnel entering, departing, and nmoving wthin such areas. Particular
attention nmust be given to procedures concerning visitor registers,
badges, and escort requirenents for persons who are provided access to
these restricted areas.

c. Wiile officials of various firnms may have need for recurring
access to areas in which procurenent functions are acconplished,
conveni ence al one nust not be the basis for unescorted entry into such
areas. Unescorted access will be pernmitted only when sponsoring
activities can show a denonstrable recurring access requirenent for a
specified period of tine, and for a purpose which will clearly further
the conduct of U S. Governnent business. AMC-R 632-1, Registration of
Busi ness Visitors, provides additional guidance.

Page 29. Add appendixes F, G and H
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APPENDI X F
PHYSI CAL SECURI TY PLAN PLANT PROTECTI ON PLAN
Copy No.
| ssui ng Headquarters
Pl ace of Issue

1. Purpose. Briefly state object of plan

2. Security areas. Refer to and attach as annexes docunents designating
and defining security areas and m ssion essential or vulnerable areas.

3. Control neasures. Describe access novenent controls for personnel,
vehicles, and nateriel into, within, and out of security areas.

a. Personnel access. Describe controls pertinent to security
areas, to include --

(1) Access limtations (who can enter).
(2) Access authority (who can authorize access).

(3) Access controls (describe control, enforcenent, badges, and
lists).

b. Vehicle controls (to include rail). Describe --
(1) Controls for entrance and exit of vehicles.
(2) Parking controls.
(3) Policy on search of vehicles.

c. Materiel control. Describe incom ng and outgoi ng procedures
for --

(1) Docunentation exam nation

(2) Controlling admi ssion and exit.

(3) Search and inspection

(4) Special controls on delivery or release of supplies.
(5) dassified shipnents.

4, Physi cal barriers. Describe or list --

a. Installation perineter and security area barriers.
b. Gates (hours of operation and security requirenents).
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c. Cear zones (criteria and mai ntenance).
d. Signs (type and posting).
e. Inspection and mai ntenance responsibility.

5. Protective |ighting. Describe or list --

a. Security areas where used.
b. Purpose and systens in use.
c. Actions to be taken in the event of power failures.

d. Auxiliary lighting (to include secondary or energency power
sour ces).

e. Inspection and mai ntenance responsibilities.

6. Intrusion detection systens. Describe or list --

a. Security areas where used.

b. Purpose and type of systemin use.

c. Mnitoring procedures (to include use of logs and registers).
d. Responses to be nade in the event of an alarm

e. Testing and inspection requirenents.

f. Actions to be taken in the event of power failures.

g. Auxiliary (secondary or emergency) power sources.

h. Maintenance responsibilities.

7. Protective conmunications. Describe or list --

a. Types and | ocations.

b. Use.

c. Authentication requirenents.

d. Miintenance and testing responsibilities.

e. Auxiliary (secondary or emergency) power sources.
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8. Lock and key control. Describe or list --

a. Admnistrative and supervisory control procedures.
b. Systens and subsystens (nunber and | ocation).
c. Types of |ocks used by systens.

9. Security forces. Describe or list --

a. Conposition and organization (attach organi zational chart as
annex) .

b. Areas of responsibility.
c. Tours of duty.
d. Uniforms, equipnent, and arnmns.

e. Location of guard posts and patrols to include supervisors
(attach as annex).

f. Special orders (attach as annex).
10. Enmergency Actions. |Indicate energency actions of genera

application. Attach, as annexes, detailed plans such as disaster, bonb
threat, and antiterrorism

11. Coordinating instructions. Indicate matters which require actions
by other mlitary or civil agencies, to include --

a. Mitual assistance plans with host, tenant, nearby mlitary
installations, or civil authorities.

b. Liaison activities with local, state, and Federal agencies and
mlitary organizations.

SI GNATURE ( Conmander )
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* Appendi xes

A. Installation threat statenent.
B. Natural disaster plan.

C. Bonb threat plan.

D. Installation closure plan.

E. Wrk stoppage plan.

mn

Information Systens security plan.

G Antiterrorism Pl an.

H. Resource plan to neet m nimum essential physical security needs.
(NOTE: See Field Circular 19-45, Provost Marshal Financial Managenent,
for guidance.)

I. CGivil disturbance plan.

J. Conmuni cation plan.

K. Listing of all DoD/ DA/ AMC security directives necessary to function
under the operating contract plant protection clause. (Note: This
appendi x is applicable only to GOCO facilities.)

*Annexes too bulky to be included with the plan, as well as those which
are classified, will be identified by an insert showing their |ocation.
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APPENDI X G
PHYSI CAL SECURI TY WAI VERS AND EXCEPTI ONS

G 1. Wiivers provide only tenporary relief fromconpliance with
prescribed standards. Requests for waivers are appropriate if corrective
actions can be acconplished reasonably by |ocal adm nistrative or work
order action or by the initiation of a construction project. Wiivers
must be renewed if corrective actions have not been conpleted by the
establ i shed expiration date. Requests for extension of waivers wll

i nclude status of corrective action and any changes to the origina
request (e.g., conpensatory neasures, regul atory references, addition or
del etion of areas and structures, and changes to projected mlestones)
and will state "first extension, second extension," etc., as

appropri ate.

G 2. Exceptions generally provide pernmanent relief fromregul atory
requi renents. Requests for exceptions will be approved only when
correction of a deficiency is not feasible and when security afforded by
alternative neasures or procedures is equivalent or better than that
provided by the standard criteria. Commanders nust request revalidation
of exceptions every three years fromdate of approval or |ast
revalidation or nore recently if required by applicable regul ations.

G 3. Requests for all waivers and exceptions will be submitted through
est abl i shed command channels as outlined on page 1 of this supplenent.
Requests not subnitted in this format will be returned wthout action

G 4. Requests for issuance, revision, extension, or revalidation of
physi cal security waivers or exceptions will be signed by the comrander
of the installation, field operating activity, or separate reporting
activity originating the request. Separate reporting activity is
defined as an AMC el enent which is not an installation or activity
subordinate to an interveni ng headquarters, but one which reports
directly to HQ AMC. |If the conmander is a general officer, the request
may be signed by the deputy conmander or chief of staff.

G 5. Except for separate reporting activities, all requests will be
submitted to intervening commands for review and endorsenent prior to
submission to SSD. All endorsenents will recomend approval and provide
the rationale for the recomendati on. Endorsenents will be signed by the
commander of intervening commands. |f the commander is a genera

of ficer, endorsenents may be signed by the deputy commander or chief of
staff. Requests which are not supported by intervening commands wll be
returned by the interveni ng comand.

G 6. Conpensatory neasures are procedures or neasures initiated in lieu
of full compliance with regul atory or prescribed standards of security.
Measures which are regul atory or prescribed are not conpensatory.
Conpensatory neasures nust be initiated i nedi ately upon determ nation
that a deficient security condition exists for which a waiver or
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exception is required. |Inplenentation of such nmeasures will not be held
i n abeyance pendi ng subni ssion or approval of a request for waiver or
exception. Conpensatory neasures are essential to ensure that standards
of protection equivalent to the regulatory requirenents are naintained.
Failure to acconplish nmandated conpensatory neasures will result in
revocation of the applicable waiver or exception. Al requests for

wai vers or exceptions based upon conpensatory neasures nust specify the
esti mated annual cost of such neasures.

G 7. Paragraph 1f of the request will include explicit information as to
the status of planned corrective action to include action to be taken
estimated cost, status of the action, and anticipated conpl etion date.

If action to correct the deficiency cannot be taken, the reasons nust be
stated. Waiver requests which do not indicate positive steps are being
taken to correct deficient conditions may be deni ed.

G 8. Pertinent data concerning the upgrade project designed to correct
deficiencies for which relief is sought will be enclosed with al
requests for waivers or requests for extension of waivers.

G 9. Deficiencies which will be corrected within 60 days for chenica
sites or within 90 days for conventional sites will not require a waiver;
however, commander-approved conpensatory measures nust be initiated

i medi ately. This provision does not apply to security requirenents
mandat ed by ARs 50-5, 50-5-1, 50- 6, and 190-54. For these regul ations,
deficiencies not corrected i mediately, comrander-approved conpensatory
measures wll be inplenented, and a request for waiver or exception wll
be subnmitted w thout delay.

G 10. Waivers and exceptions are not valid until approved by the

desi gnated approval authority. Wivers and exceptions will not be
approved solely to elimnate an i nconveni ence or mnimze expense.

Wai vers and exceptions will be considered individually. Blanket waivers
and exceptions, i.e., covering all menbers or aspects of a large group
or class of things, conditions, situations, etc., are not authorized.

It is essential that deviations fromestablished m ninmum security

requi renents be subjected to intense managenent until full correction
and conpliance are achi eved.

G 11. The Physical Security Waivers and Exceptions Report is automated.
Wai vers and exceptions are purged fromthe database on established
expiration or revalidation dates. Accordingly, requests for extension
or revalidation of existing waivers and exceptions nust be submitted to
reach AMC SSD (AMXM -SD) no later than 30 days prior to expiration or
revalidation dates. Failure to submit such requests on a tinely basis
may require subnission of a new request for waiver or exception.

Wai vers and exceptions nust be reported through appropriate comrand
channel s for cancell ation.
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HEADI NG

OFFI CE SYMBOL ( MARKS NUMBER) DATE

MEMORANDUM THRU

Chi ef, USAMC, Security Support Division, ATTN. AMXM -SD, Fort
Gllem Forest Park, GA 30050-5000 (or commander of
i nt erveni ng comand)

Commander, U.S. Arnmy Materiel Command, ATTN. AMCPE-S, 5001
Ei senhower Avenue, Al exandria, VA 22333-0001

FOR Deputy Chief of Staff for Qperations and Plans, ATTN. DAMO
ODL, 400 Arny Pentagon, Washington, DC 20310-0400

SUBJECT: Request for Physical Security Waiver (or Exception)

1. Request the follow ng physical security waiver (or exception) be
gr ant ed:

a. Regulation. (Cite appropriate directive, regulation, or
suppl enent, to include paragraph for which waiver or exception is
requested.)

b. Standard. (Paraphrase the specific regulatory standard for which
wai ver or exception is requested.)

c. Reason standard cannot be net. (Provide specific details;
i nclude any material such as maps, photos, drawi ngs, etc. which clearly
illustrate the regulatory shortfall.)

d. Conpensatory neasures in effect and all costs related to those
measures. (List actual neasures; illustrate as required.)

e. Oher factors bearing on the request. (lnpact on other approved
wai vers or exceptions, inpact on resources, inpact of other security
shortfalls such as fencing, lighting, clear zones, and intrusion
detection systenms, etc.)

f. Corrective actions. (Include explicit information as to actions

bei ng taken or planned to neet regulatory standards to include estinated
cost and date of conpletion.)
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2. The follow ng waivers and exceptions are currently assigned: (List
by identification nunber and assignnent date. Do not |list waivers or
exceptions applicable to installation or MSC directives.)

SI GNATURE ( Cormander)
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APPENDI X H

RESPONSE TO PHYSI CAL SECURI TY SURVEY (PSS)/
| NFORMATI ON SECURI TY PROGRAM | NSPECTI ON (| SPI') REPORTS

H 1. Purpose. To provide proper procedures for reporting corrective
action to survey or inspection reports. This appendix provides
definitions, explains assigned ratings, and clarifies issues regarding
what constitutes an acceptable response in order to reduce

admi ni stration and expedite closure of PSS/ ISPl reports.

H 2. Definitions.

a. Deficiency -- Acondition which is not in accordance or
conpliance with witten policy. A response is required for al
deficiencies, unless corrected prior to conpletion of survey/inspection
and so noted by inspection personnel

b. Cbservation -- A condition which is, in the judgnent of the
i nspector, a weakness in the security systemwhere regul atory guidance is
nonexi stent. Recommendation(s) will be provided for comander's
consideration. A response is not required.

c. (Observation requiring response -- A subjective evaluation made by
the inspector concerning circunstances that, if not corrected, could have
a significant adverse inpact on the security mssion. A response is
required, unless corrected prior to conpletion of survey/inspection and
so noted by inspection personnel

d. Comment -- Describes conditions or actions which inpact on the
overall security mission, e.g., description of waivers or exceptions and
whet her conpensatory neasures were fully inplenmented by the installation
No response is required.

H 3. Physical security survey and infornation security program
inspection ratings.

a. Excellent -- \Were the nunber of deficiencies noted was
relatively few and the severity of each had little or no inmpact on the
security m ssion.

b. Good -- Wiere the nunber of deficiencies noted and severity of
each is such that the installation or activity can acconplish its
security mssion, provided actions are inplenented to correct cited
def i ci enci es.

c. Mrginal -- This rating neans that the nunber of deficiencies
noted and severity of each is such that the security mssion or posture
of the installation or activity is at the lowest |limt of acceptability.
Positive actions are needed to bring the security programinto ful
conmpliance with established policy
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d. Poor -- \Were the nunmber and severity of cited deficiencies
requires conmmand attention to effect immediate corrective action on
significant findings. This rating is awarded to installations or
activities where the overall security mission is in need of aggressive
nmeasures to bring the programinto conpliance with established physica
(or information) security policies and procedures.

H 4. Responses. The inspected activity's initial response to the report
will, as a mnimnum contain a full and conplete statenent of actions
taken, to date, to correct the cited conditions. For those actions
consi dered conplete, a description of the action taken will be foll owed
by the statement, "action conpleted."” For those which have not been
completed, a target date will be provided. For actions which are
expected to take 6 nonths or nore to conplete (such as work orders or
construction projects), mlestones will be established. Subsequent
endorsenents nust provide the status of milestone actions. Target dates
consi dered to be unreasonable or unrealistic will be chall enged.

a. A nonconcurrence with any finding will be stated in the initial
response and will be supported by a full and conplete justification for
t he nonconcurrence. When appropriate, correspondence or nessages wll be
attached as enclosures to the response.

b. If the surveyed command does not understand a finding,
clarification should be requested. Similarly, if there are questions
concerning the appropriate corrective action, these questions should be
identified in the initial response.

c. SSDwll, by return endorsenment, indicate concurrence or
nonconcurrence with the actions taken or planned, and will provide
clarification or answer any questions raised in the response.

H5. Corrective actions. The follow ng guidelines concerning
statements of corrective action are provided

a. Response nust indicate specific action taken to correct each
deficiency. Each response nust provide a conplete statenent of
corrective action(s), e.g., where a deficiency for failure to conduct an
i nventory of keys and locks on a quarterly basis has been cited, response
must indicate that an inventory has been conducted; statenments such as
"procedures have been established to conduct quarterly inventories," or
"personnel have been briefed on their responsibilities to conduct
quarterly inventories"” are not acceptable in that all actions needed to
correct the condition have not been conpleted. |In all situations,
actions nust be taken to correct the condition (if possible), rather
than project future dates for correction; however, when inmredi ate
corrective action is not possible (requires conpletion of a work order
request or Major Construction, Arnmy (MCA) project), an acceptable
response nust indicate that a work order request or MCA project has been
submitted as well as a request for waiver or exception
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In this regard, the deficiency will not be considered closed until the
wor k order request or MCA project is conplete, or an approved waiver or
exception is issued.

b. A response which nerely states "corrected" w thout explaining how
a deficient condition was corrected is unacceptable.

c. Vague or inconplete responses will be returned for clarification
or additional information.

d. Changes to physical security plan/plant protection plan (PSP/
PPP) and new or revised supplements and SOPs generated as a part of
corrective action nmust be enclosed with the response for review and
inclusion with SSD installation files.

e. Al responses to inspection reports nust be signed by the
installation conmander or activity chief.

H6. MCreview Security personnel at MSC headquarters will reviewthe
installations or activity's first response to the PSS/ ISPl for adequacy.
In the event the response is deternined to be inadequate or not in
conformance with the above guidelines, it will be returned to the
installation or activity for necessary correction or additiona
information. An information copy of the installation response and the
M5C endorsenent will be provided to SSD. All subsequent endorsenents by
the installation or activity will be reviewed by the MSC and wi |l be
forwarded to SSD for evaluation. Al endorsenents to the basic report
forwarded to SSD for their evaluation will be signed by the comander,
chief, or director at installation or activity level and by the
commander, deputy conmander, or chief of staff at MSC level. 1In the
absence of the conmander, the acting commuander may sign when the
signature block clearly reflects that status. However, signatures "for
the conmander” are not acceptable at the installation |evel. They are
acceptable at MSC | evel when signed by the deputy comrmander or chief of
staff. Responsibility to close survey/inspection reports remains with
SSD.

H 7. Report closure. Conpliance with the above procedures will reduce
the vol une of correspondence generated by el enents involved in the

i nspection closure process. |nspection/survey reports will not be closed
wi th outstandi ng deficiencies, unless they are covered by an approved

wai ver or exception. Reports may be closed if next schedul ed
survey/inspection is within 30 days and there are outstanding
deficiencies. Cosing conments will state that outstanding deficiencies
will be itens of special interest during the next survey/inspection.
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